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Abstract:

This paper presents an efficient technique for sharpening of Misrsat-1 data
using superresolution (SR) methods and fusion methods. Due to the difference
in spectral characteristics between bands 1 and 3 and the panchromatic (PAN)
band of Misrsat-1, we implement SR on high details of these bands and use
the resulting image to sharpen the bands of the multispectral (MS) image.
Several SR methods are tested and compared in this paper for this purpose.
The first class ofmethods uses spatial-domain SR, in which SR is performed
on the high-pass details extracted from bands 1 and 3 and the PAN band. The
superresolved high-pass details are used after that to enhance the spatial
resolution of the MS data using the high-pass filter fusion method. The second
class of methods depends on the interpolation of coefficients in the high-
frequency subbands of a multiscale representation of bands 1 and 3 and the
PAN band and an additive fusion method to add the high-frequency subband
coefficients to different bands of theMS image. A comparison study between
different SR methods belonging to the aforementioned classes such as
nonuniform interpolation (NUI), projection onto convex sets (POCS), iterative
back projection (IBP), structure-adaptive normalized convolution (SANC), and
adaptive steering kernel regression (ASKR) is presented. The simulation
results show that iterative SR methods such as IBP and POCS produce more
noise than interpolation methods such as NUI, SANC, and ASKR. The results
also reveal that combining the ASKR with a multiscale decomposition
enhances the signalto- noise ratio.
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abstract

This paper presents an efficient, robust, and imperceptible video
watermarking technique based on singular value decomposition (SVD)
performed in the Discrete Wavelet Transform (DWT) domain. In the proposed
DWT-based SVD video watermarking method, the video frames are
transformed with the DWT using two resolution levels. The high frequency
band HH and the middle frequency bands LH and HL are SVD transformed
and the watermark is hidden in them. The proposed DWT-based SVD video
watermarking method is characterized by two improvements: (1) a cascade of
two powerful mathe-matical transforms; the Discrete Wavelet Transform
(DWT)-based SVD using additive method, and (2) an error correction code is
applied and embeds the watermark with spatial and temporal redundancy. The



aim of these improvements is to increase robustness against attacks based on
video characteristics and the robustness against image processing attacks,
realize high security level, protect the watermark against bit errors and obtain
good perceptual quality. The proposed DWT-based SVD video watermarking
method has been tested in the presence of video and image processing
attacks and experimental results proved that the proposed DWT-based SVD
video watermarking method survives attacks based on video characteristics
and image processing techniques.
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abstract:

As the core of cryptography, hash is the basic technique for information
security. Many of the hash functions generate the message digest through a
randomizing process of the original message. Subsequently, a chaos system
also generates a random behavior, but at the same time a chaos system is
completely deterministic. In this paper, an algorithm for oneway hash function
construction based on chaos theory is introduced. Theoretical analysis and
computer simulation indicate that the algorithm can satisfy all performance
requirements of hash function in an efficient and flexible manner and secure
against birthday attacks or meet-in-the-middle attacks, which is good choice
for data integrity or authentication.
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Abstract

In this paper, we propose an encryption-based multilevel model for database
management systems. The proposed model is a combination of the Multilevel
Relational (MLR) model and an encryption system. This encryption system
encrypts each data in the tuple with different field-key according to a security
class of the data element. Each field is decrypted

individually by the field-key of which security class is higher than or equal to
that of the encrypted field-key. The proposed model is characterized by three
achievements: (1) utilizing an encryption system as an additional security layer
over the multilevel security layer for the database, (2) reducing the multilevel
database size, and (3) improving the response time of the data retrieval from
the multilevel database. Also this paper summarizes our efforts in
implementing a working multilevel secure database prototype. This prototype
is used as a research tool for studying principles and mechanisms of the
encryption-based multilevel model and multilevel secure database
(MLS/DBMS) models (SeaView, JajodiaeSandhu, SmitheWinslett, MLR, and
Belief-Consistent Model). This prototype is implemented to be used to perform
a series of experiments to measure the performance cost for applying
encryption in multilevel database security.
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abstract

Recently, many scholars have proposed chaotic cryptosystems in order to
promote communication security. However, there are a number of major
problems detected in some of those schemes such as weakness against
differential attack, slow performance speed, and unacceptable data expansion.
In this paper, we introduce a new chaotic block cipher scheme for image
cryptosystems that encrypts block of bits rather than block of pixels. It encrypts
256-bits of plainimage to 256-bits of cipherimage within eight 32-bit registers.
The scheme employs the cryptographic primitive operations and a non-linear
transformation function within encryption operation, and adopts round keys for
encryption using a chaotic system. The new scheme is able to encrypt large
size of images with superior performance speed than other schemes. The
security analysis of the new scheme confirms a high security level and fairly
uniform distribution.
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Abstract :

The main objective of this paper is to design a more complete intrusion
detection system solution. The paper presents an efficient approach for
reducing the rate of alerts using divided two-part adaptive intrusion detection
system (DTPAIDS). The proposed DTPAIDS has a high degree of autonomy
in tracking suspicious activity and detecting positive intrusions. The proposed
DTPAIDS is designed with the aim of reducing the rate of detected false
positive intrusion through two achievements. The first achievement is done by
implementing adaptive self-learning neural network in the proposed DTPAIDS
to gives it the ability to be automatic adaptively system based on Radial Basis
Functions (RBF) neural network. The second achievement is done through
dividing the proposed intrusion detection system IDS into two parts. The first



part is IDS1, which is installed in the front of firewall and responsible for
checking each entry user’s packet and deciding if the packet considered is an
attack or not. The second is IDS2, which is installed behind the firewall and
responsible for detecting only the attacks which passed the firewall. This
proposed approach for IDS exhibits a lower false alarm rate when detects
novel attacks. The simulation tests are conducted using DARPA 1998 dataset.
The experimental results show that the proposed DTPAIDS [1] reduce false
positive rate, [2] detects intrusion occurrence sensitively and precisely, [3]
accurately self—adapts diagnose model, thus improving its detection accuracy.

Keywords:
Intrusion detection system (D)  FPs  BBF neural network
Anomaly intrusion detection system Misuse detection Intrusion
prevention system (IP8) Neursl network
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Abstract:

We present two semi-automatic solution methods for the three dimensional
(3D) segmentation of cavity and myocardium from a 3D cardiac multislice CT
(MSCT) data. The main framework of the segmentation algorithms is based on
random walks, in which the novelty lies in a seeds-selection method
composed of region growing technique and morphological operation to locate
and identify the cavity and myocardium of the left ventricle (LV). In the first
solution, a semi-automatic segmentation approach (Method_1) is suggested to
extract the epi-cardium and endo-cardium boundaries of LV of the heart. This
proposed solution depends on the use of the normal random walker algorithm.



In the second solution, a semiautomatic segmentation approach (Method_2)
based on improved

random walks is proposed. Segmentation is done within the framework of
toboggan algorithm in combination with a random walk based technique. The
two proposed semi-automatic segmentation methods either based on the
normal random walker or the improved random walker algorithms utilized six-
connected lattice topology and a conjugate gradient method to promote the
segmentation performance of the 3D data. The two semi-automatic solution
methods were evaluated using 20 cardiac MSCT datasets. Semi-automatic
generated contours were compared to expert contours. For Method 1, 83.4%
of epi-cardial contours and 74.7% of endo-cardial contours had a maximum
error of 5mm along 95% of the contour arc length. For Method_2, those
numbers were 94.3% (epi-cardium) and 92.3% (endo-cardium), respectively.
Volume regression analysis revealed good linear correlations between manual
and semiautomatic volumes, r > 0.99.

© 2012 SPIE and IS&T. [DOI: 10.1117/1.JEI.21.2.023024]

References

1. A. Rodgers and P. Vaughan, Reducing risks, promoting healthy life,
Report No.: The 2002 World Health Report, World Health Organisation,
Geneva, Switzerland (2002).

2. Integrated Management of cardiovascular Risk, World Health Organization,
Geneva, Switzerland, p. 35 (2002). 9241562242

3. J. Leal, R. Luengo-Fernandez, and A. Gray, European cardiovascular
disease statistics. British Heart Foundation, S. Petersen, V. Peto, and
M. Rayner, Eds., British Heart Foundation, London, England (2005).

4. “Cardiovascular Diseases (CVDs),” World Health Organization, http://
www.who.int/mediacentre/factsheets/fs317/en/index.html (September
2011).

5. L. M. Boxt, “CTAnatomy of the heart,” Int. J. Cardiovasc. Imag. 21(1),
13-27 (2005).

6. M. Lynch, O. Ghita, and P. F. Whelam, “Automatic segmentation of the
left ventricle vavity and myocardium in MRI data,” Comput. Biol. Med.
36(4), 389—-407 (2006).

7. O. Rabit, “Quantitative analysis of cardiac function,” in Handbook

of Medical Imaging: Processing and Analysis, I. N. Bankman, Ed.,

pp. 359-374, Academic Press, San Diego (2000).

8. K. S. Fu and J. K. Mui, “A survey on image segmentation,” Pattern
Recogn. 13(1), 3—-16 (1981).

9. R. Duda, P. Hart, and D. Stork, Pattern Classification, Wiley-
Interscience, New York (2000).



10. I. Bankman, Handbook of Medical Imaging: Processing and Analysis,
Academic Press, San Diego (2000).

11. E. Angelini et al., “LV volume quantification via spatiotemporal analysis
of real-time 3-D echocardiography,” IEEE Trans. Med. Imag.

20(6), 457—-469 (2001).

12. T. R. Nelson and T. T. Elvins, “Visualization of 3D ultrasound data,”
IEEE Comput. Graph. Appl. 13(6), 50-57 (1993).

13. V. Sorrell et al., “Left ventricular endocardial and epicardial border
length delineation with perflutren contrast during transthoracic
echocardiography,”

Echocardiography 28(7), 761-766 (2011).

14. F. Orderud, G. Kiss, and H. Torp, “Automatic coupled segmentation of
endo- and epicardial borders in 3D echocardiography,” IEEE Ultrasound
Process. Symp., pp. 1749-1752, Norwegian Univ. Sci. & Technol.
(NTNU), Trondheim (2008).

15. C. Kervrann and F. Heitz, “Statistical deformable model-based
segmentation

of image motion,” IEEE Trans. Image Process. 8(4), 583-588

(1999).

16. S. Mitchell et al., “Multistage hybrid active appearance model matching:
segmentation of left and right ventricles in cardiac MR images,”

IEEE Trans. Med. Imag. 20(5), 415—-423 (2001).

17. J. C. Bezdek, L. O. Hall, and L. P. Clarke, “Review of MR image
segmentation

techniques using pattern recognition,” Med. Phys. 20(4),

1033—-1048 (1993).

18. T. Fuchs, M. Kachelriess, andW. Kalender, “Systems performance
multislice

spiral computed tomography,” IEEE Eng. Med. Biol. Mag. 19(5),

63—70 (2000).

19. M. Krishnam et al., “Left ventricular ejection fraction using 64-slice CT
coronary angiography and new evaluation software: initial experience,”
Br. J. Radiol. 81(966), 450-455 (2008).

20. N. Lin,W. Yu, and J. Duncan, “Combinative multi-scale level set framework
for echocardiographic image segmentation,” Med. Image Anal.

7(4), 529-537 (2003).

21. M. Lynch, O. Ghita, and P. F. Whelan, “Segmentation of the left ventricle
of the heart in 3-D MRI data using an optimized nonrigid temporal

model,” IEEE Trans. Med. Imag. 27(2), 195-203 (2008).

22. N. Paragios, “A level set approach for shape-driven segmentation and
tracking of the left ventricle,” IEEE Trans. Med. Imag. 22(6), 773-776
(2003).

23. A. Sarti et al., “Maximum likelihood segmentation of ultrasound



images with Rayleigh distribution,” IEEE Trans. Ultrason. Ferroelectr.
Freq. Control 52(6), 947-960 (2005).
24.T. Chen et al., “Semiautomated segmentation of myocardial contours
for fast strain analysis in cine displacement-encoded MRI,” IEEE
Trans. Med. Imag. 27(8), 1084—-1094 (2008).
25. J. C. Nascimento and J. S. Marques, “Robust shape tracking with multiple
models in ultrasound images,” IEEE Trans. Image Process. 17(3),
392-406 (2008).
26. V. Zagrodsky et al., “Registration-assisted segmentation of real-time
3-D echocardiographic data using deformable models,” IEEE Trans.
Med. Imag. 24(9), 1089-1099 (2005).
27. G. Carneiro, J. C. Nascimento, and A. Freitas, “Robust left ventricle
segmentation from ultrasound data using deep neural networks and efficient
search methods,” in From Nano to Macro, 2010 IEEE Int. Symp.
on Biomedical Imaging, Rotterdam, pp. 1085-1088 (2010).
28. G. Carneiro and J. C. Nascimento, “Multiple dynamic models for tracking
the left ventricle of the heart from ultrasound data using particle
filters and deep learning architectures,” in 2010 IEEE Conference on
Computer Vision and Pattern Recognition (CVPR), San Francisco,
CA, pp. 2815-2822 (2010).
29. G. Carneiro et al., “Detection and measurement of fetal anatomies from
ultrasound images using a constrained probabilistic boosting tree,”
IEEE Trans. Med. Imag. 27(9), 1342—-1355 (2008).
30. L. Grady and G. Funka-Lea, “Multi-label image segmentation for medical
applications based on graph-theoretic electrical potentials,” ECCV,
pp. 230-245, Springer Berlin/Heidelberg, Prague, Czech Republic

(2004).

31. L. Grady, “Random walks for image segmentation,” IEEE Trans. Pattern
Anal. Mach. Intell. 28(11), 1-17 (2006).

32. N. Paragios and R. Deriche, “Geodesic active regions and level set
methods for supervised texture segmentation,” Int. J. Comput. Vis.

46(3), 223-247 (2002).

33. L. Zhang and E. Geiser, “An effective algorithm for extracting serial
endocardial borders from 2-D echocardiograms,” IEEE Trans. Biomed.
Eng. BME-31(6), 441-447 (1984).

34. M. Sonka et al., “Segmentation of intravascular ultrasound images: a
knowledge-based approach,” IEEE Trans. Med. Imag. 14(4),

719-732 (1995).

35. M. Kass, A. Witkin, and D. Terzopoulos, “Snakes: active contour models,”



Int. J. Comput. Vis. 1(4), 321-331 (1998).

36. O. Bernard et al., “Variational B-spline level-set: a linear filtering
approach for fast deformable model evolution,” IEEE Trans. Image
Process. 18(6), 1179-1191 (2009).

37. 1. Ben Ayed, S. Li, and I. Ross, “Embedding overlap priors in variational
left ventricle tracking,” IEEE Trans. Med. Imag. 28(12),

1902-1913 (2009).

38. T. Cootes et al., “Active shape models-their training and application,”
Comput. Vis. Imag. Understand. 61(1), 38-59 (1995).

39. T. Cootes et al., “A unified framework for atlas matching using active
appearance models,” in Proc. Inf. Process. Med. Imag. LNCS,

Vol. 1613, pp. 322-333 (1999).

40. S. Mitchell et al., “Multistage hybrid active appearance model matching:
segmentation of left and right ventricles in cardiac MR images,”

IEEE Trans. Med. Imag. 20(5), 415—423 (2001).

41. B. Georgescu et al., “Database guided segmentation of anatomical
structures with complex appearance,” in IEEE Computer Society Conference
on Computer Vision and Pattern Recognition, San Diego, USA,

pp. 429—436 (2005).

42. P. Balzer et al., “Simultaneous and correlated detection of endocardial
and epicardial borders on short-axis MR images for the measurement of
left ventricular mass,” Radiographics 18(4), 1009—1018 (1998).

43.Y. Zheng et al., “Four-chamber heart modeling and automatic
segmentation

for 3-D cardiac CT volumes using marginal space learning and

steerable features,” IEEE Trans. Med. Imag. 27(11), 1668-1681 (2008).
44. L. Grady, “Space-variant computer vision: a graph-theoretic approach,”
PhD Thesis, Boston Univ. (2004).

45. P. Doyle and L. Snell, Random Walks and Electric Networks, Vol. 22,
Math. Assoc. of Am. Cornell Univ. (1984).

46. F. Harary, Graph Theory, Addison-Wesley, Massachusetts, USA
(1994).

47. J. Roth, “An application of algebraic topology to numerical analysis: on
the existence of a solution to the network problem,” Proc. Natl. Acad.

Sci. U S A 41, 518-521 (1955).

48. J. Dodziuk, “Difference equations, isoperimetric inequality and the
transience of certain random walks,” Trans. Am. Math. Soc. 284(2),
787-794 (1984).

49. G. Li, L. Qingsheng, and C. Jian, “A new fast random walk segmentation
algorithm,” 2nd Intell. Info. Technol. Appl., Vol. 2, pp. 693-697

(2008).

50. J. Fairfield, “Toboggan contrast enhancement for contrast segmentation,”
in IEEE Proc. 10th Int. Conf. Patt. Recog., Vol. 1, pp. 712—



716 (1990).

51. X. Yao and Y. P. Hung, “Fast image segmentation by sliding in the
derivative

terrain,” Proc. SPIE 1607, 369-379 (1992).

52. Y.-C. Lin et al., “Comparison between immersion-based and
tobogganbased

watershed image segmentation,” IEEE Trans. Image Process.

15(3), 632—-640 (2006).

53. A. K. Sinop and L. Grady, “A seeded image segmentation framework
unifying graph cuts and random walker which yields a new algorithm,”
Proc. ICCV. (2007).

54. W. E. Higins, N. Chung, and E. L. Ritman, “Extraction of left ventricle
chamber from 3D CT images of the heart,” IEEE Trans. Med. Imag. 9,
384-395 (1990).

55. J. Xuan, T. Adali, and Y. Wang, “Segmentation of magnetic resonance
brain image: integrating region growing and edge detection,” Proc. Int.
Conf. Imag. Process., Vol. 3, pp. 544-547 (1995).

56. M. S. Nixon and A. S. Aguado, Feature Extraction and Image Processing,
1st ed., Newnes (2002).

57. L. Grady and M. Jolly, “Weights and topology: a study of the effects of
graph construction on 3D image segmentation,” Med. Imag. Comput.
Assist Interv. 11(1), 153—161 (2008).

58. R. Magnus and E. Stiefel, “Methods of conjugate gradients for solving
linear systems,” J. Res. Natl. Bur. Stand. 49, 409-436 (1952).

59. R. Barrett, M. Berry, and T. Chan, “Templates for the solution of linear
systems: building blocks for iterative methods,” SIAM, 2nd ed., Philadelphia
(1994).

60. M. de Bruijne and M. Nielsen, “Shape patrticle filtering for image
segmentation,” in Proc. MICCAI, LNCS, Vol. 3216, pp. 168-175,

Springer (2004).

Biographies

Osama S. Faragallah received his BS in
computer science and engineering, MSc in
computer science and engineering, and

PhD in computer science and engineering

from Menoufia University, Egypt in 1997,
2002, and 2007, respectively. He was
appointed as a demonstrator at the Department



of Computer Science and Engineering,
Faculty of Electronic Engineering, Menoufia
University, from 1997 to 2002. He became
an assistant lecturer in 2002, and was promoted
to a lecturer in 2007. His research interests cover computer
networks, network security, cryptography, medical image processing,
internet security, multimedia security, image encryption,
watermarking,

steganography, data hiding, and chaos theory.

(8) p3, izl
Puplished In:

Journal of Electronic Imaging 18(3), 033002 (Jul-Sep 2009)

Title

Homomorphic image encryption

Ibrahim F. Elashry

Kafrelshiekh University

Faculty of Engineering

Department of Electrical Communications
Kafrelshiekh, Egypt

Osama S. Farag Allah

Menoufia University

Faculty of Electronic Engineering
Department of Computers Engineering
Menouf, Egypt

Alaa M. Abbas

S. El-Rabaie

Fathi E. Abd El-Samie

Menoufia University

Faculty of Electronic Engineering



Department of Electronics and Electrical Communications
Menouf, Egypt
E-mail: fathi_sayed@yahoo.com

Abstract:

This paper presents a new homomorphic image cryptosystem.
The idea of this system is based on encrypting the reflectance
component after the homomorphic transform and embedding
the illumination component as a least significant bit watermark into
the encrypted reflectance component. A comparison study is held
between the RC6 block cipher algorithm and the chaotic Baker map
algorithm for the encryption of the reflectance component. We
present a security analysis for the proposed cryptosystem against
the entropy, brute-force, statistical, and differential attacks from a
strict cryptographic viewpoint. Experimental results verify and prove
that the proposed homomorphic image cryptosystem is highly secure
from the cryptographic viewpoint. The results also prove that
this cryptosystem has a very powerful diffusion mechanism (a small
change in the plain text makes a great change in the cipher image).
The homomorphic encryption using RC6 algorithm is more secure
than that using the chaotic Baker map algorithm but not robust
to noise. Thus, the proposed homomorphic cryptosystem
can be used in different applications, depending on the core
algorithm used. © 2009 Society of Photo-Optical Instrumentation
Engineers. _DOI: 10.1117/1.3167847 _
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Laildl

This paper presents an integrated method for the fusion of
satellite images. Several commercial earth observation
satellites carry dual-resolution sensors, which provide high
spatial resolution or simply high-resolution (HR)
panchromatic (pan) images and low-resolution (LR) multi-
spectral (MS) images. Image fusion methods are therefore
required to integrate a high-spectral-resolution MS image
with a high-spatial-resolution pan image to produce a pan-
sharpened image with high spectral and spatial resolutions.
Some 1mage fusion methods such as the intensity, hue, and
saturation (IHS) method, the principal component analysis
(PCA) method, and the Brovey transform (BT) method
provide HR MS images, but with low spectral quality.
Another family of image fusion methods, such as the high-
pass-filtering (HPF) method, operates on the basis of the
injection of high frequency components from the HR pan
image into the MS image. This family of methods provides
less spectral distortion. In this paper, we propose the
integration of the PCA method and the HPF method to
provide a pan-sharpened MS 1mage with superior spatial
resolution and less spectral distortion. The experimental
results show that the proposed fusion method retains the
spectral characteristics of the MS 1mage and, at the same



time, improves the spatial resolution of the pan sharpened
image. © 2010 Optical Society of America
OCIS codes: 100.0100, 100.02980, 280.0280.
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ABSTRACT:

Lossless data hiding is a special type of data hiding technique
that guarantees not only the secret data but also the ability of cover media
to be reconstructed without any distortion. A latest lossless data hiding
technique

is proposed by Hong Lin Jin’s that is based on hiding only one data bit

in the spatial domain in gray-level image. However, this method uses double



difference expansion to embed bits which results in a small embedding
capacity.

For this purpose, we propose an improved algorithm with the potential of
increasing the payload capacity and maintaining good image quality. The
proposed

improved algorithm is characterized by two aspects. First, the proposed
improved reversible data hiding scheme is enhanced to exhibit data hiding
in color palette images. Second, the embedding level is improved by using
quadruple difference expansion to guarantee the embedding of 2-bit data into
color images. Experiments of the proposed improved method have been
conducted

over several well-known test images. The results show that the proposed
improved method significantly improves the embedding capacity over Hong
Lin Jin’s scheme by the range of 15-35% for grayscale images and 20—46%
for

color images while still maintaining the quality of the stego-images.
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